AdminCamp 2013

Single Login/Sign On - Reloaded

Workshop Track 1 - Session 5

Christian Henseler, 24.09.2013



Agenda

» Introduction
- What are we coming from
> Yet another SSO mechanism!?
- SAML basics
- Domino 9 requirements and limitations

» SAML use cases
- SAML based Web Server SSO

- Notes Federated Login (Notes client)
- Web Federated Login (iNotes)

» Troubleshooting
» Wrap Up

Christian Henseler, 24.09.2013



Introduction - What is it all about!?

» Users don‘t want to enter their credentials
multiple times

» Wouldn't it be nice to have a SSO solution
that

supports both can be used is easily to is based on
IBM Notes & internally and configure and open

is user works cross

friendly plattform Web clients externally maintain standards
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Introduction - Situation pre 9.0

We already have
- Notes Single Login
- Notes Shared Login
- Domino Multi-session server Authentication
- SPENEGO/Kerberos

But all these mechanisms have limitations:
- Platform specific
> Not across DNS domains
- Missing flexibility
- Notes xor Web Client

W A
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Introduction - SSO in 9.0

IBM Domino 9.0 promises a new single SSO-
mechanism:

Notes client on
all platforms

External
applications/
services

Christian Henseler, 24.09.2013



Introduction - SAML

» Security Assertion Markup Language (sam-el)
- XML based open standard
- used for Authentication and Authorization

> Roles

» Principal
- Notes 9.0/Web clients

- Service Provider (SP)
- Domino 9.0

- ldentity Provider (IdP)
- Tivoli Federated Indentity Manager (TFIM)
- Microsoft Active Directory Federation Services (ADFS) 2.0

SAML 2.0 is recommended, but 1.1 is also supported (only
by TFIM)
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Introduction - SAML Assertions

<samlp:Response ID="_93e965fe-d658-4fe3-83b4-e21c9eec825f" Version="2.0"

Issuelnstant="2013-08-27T00:04:19.705Z"
Destination="https://demail01 .henseler.org/names.nsf?SAMLLo?in"
Consent="urn:oasis:names:tc:SAML:2.0:consent:unspecified" xmlns:samlp="urn:oasi

<lIssuer xmlns="urn:oasis:names:tc:SAML:2.0:assertion">
http://dc.henseler.org/adfs/services/trust
</lssuer>
<samlp:Status>
<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success" />
</samlp:Status>

<Assertion ID="_ae4d2a14-6406-4a9a-b503-bc88cbb1a02b" Issuelnstant="2013-08-
27T700:04:19.660Z" Version="2.0" xmlns="urn:oasis:names:tc:SAML:2.0:assertion">

<Subject>
<NamelD>
christian.henseler@henseler.org
</NamelD>
<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<SubjectConfirmationData NotOnOrAfter="2013-08-27T00:09:19.7072"
Recipient="https://demail01.henseler.org/names.nsf?’SAMLLogin" />
< /SubjectConfirmation>
</Subject>

Assertions are using time stamps, IDP and SP must be time sync‘ed!
Assertions can be encrypted, if sensitive data is exchanged.
Christian Henseler, 24.09.2013 @Vb



Introduction - SAML protocol flow

Web Browser SAML IdP Domino
User browses to URL at Servide Provider (SP)
&=
SP redirects browser to SAML Identity Provider (IdP)
l
User authenticates to 1dP_
Idi3 returns SAML assertion
POST containing the SAML assertion to the SP
=t

<SP returns a session cookie tp the client

Browser sends session cookig with user request for URL»

L_(ges |2
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Introduction - SAML Requirements

To use SAML based SSO mechanisms you need:
.- Notes 9.0 Clients for Notes Federated Login

- Domino 9.0 Vault-Servers

- Domino 9.0 for Service Provider servers

- Domino Directory 9.0 Design for security settings

- User credentials hosted on IdP, e.g. Active Directory
user account (and computer account)

- SAML compatible Web-browsers
- |dP - ADFS 2.0 or TFIM are currently supported
- A good relationship to your IdP Administrators!
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Limitations

» You can‘t use SAML, when you are using
> Smartcard protected ID

Roaming users with ID files in PAB

Notes on a USB device

Notes user IDs with multiple passwords

Notes Single Login

Basic Client & Admin Client

Lotus Notes Traveler (for LNT authentication)

(0]

(0]

(0]

o

o

o

» Password management settings should be disabled:
Check password on Notes id file
Update Internet Password When Notes Client Password Changes
Enforce Internet Password Lockout

Christian Henseler, 24.09.2013
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SAML use cases

SAML is used in 9.0 for the following use cases:

» SAML-based Web SSO
- Web Access with SAML-based SSO

» Notes federated Login
- Notes client with SAML SSO

» Web federated Login
- iNotes (with mail encryption, ID access)

Not covered here:

» Federated Login to externally-based services
(see Andrews Pollack‘s session on Wednesday)

Christian Henseler, 24.09.2013
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SAML based Web SSO

Used as SSO mechanism for Web Application servers.

1.

vl AN W N

ADFS Trust Relationship

Attribute Mapping Domino vs. ADFS
IDP-Catalog on SP

IDP-Document for Web Server working as SP

Authentication method in Server or Internet Site
documents

Optional: Integrated Windows Authentication
(SPNEGO/Kerberos)

ID-Vault and security policies are not involved!

Christian Henseler, 24.09.2013
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IdP Configuration - ADFS 2.0

» Separate download for Windows Server 2008 R2!
» User account must be available in Active Directory

» AD user and Domino Person document must have an attribute used
for matching, usually the Internet Address

» SSL must be configured

» For Integrated Windows Authentication:
> User Account and computer must be Active Directory members

- Integrated Windows Authentication configuration of the ADFS-
servers

- Exented Protection must be turned off for Notes Federated Login
and Non-IE-Browsers

Very well documented in the Lotus Notes and Domino Wiki

v

W A
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ADFS Trust Relationship

Important ADFS 2.0 configuration ¢

Doming ADFS Service Partner Properties

Accepted Claims I Crganization I Endpaoints | Motes | Advanced

Monitaring Idertifiers Encryption I Signature

Specify the display name and identifiers for this relying party trust.

Digplay name:
IDuminn ADFS Service Partner

Relying party identifier:

Example: https://fs contoso com/adfs/services.tnist

Add
Eemwel
The Relying party identifier is used
in the IdP configuration document

https://demail01 henseler.ong

Christian Henseler, 24.09.2013

x|

€-|& |8
g Q__il Start Page
Eﬂﬂ DC (HEMSELER \Administratar)
é.? Application Pools
-6 Sites
-4 Default Web Site

etails:

9 Authentication

L=l

Group by: Mo Grouping <

Mame -

Anonymous Authentication
ASP,MET Impersonation
Forms Authentication
Windows Authentication

Advanced Settings

Fxtended Protection:

for =]

Click here for more information online

Extended Protection must be turned off
NFL and Non-IE-Browsers
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SAML attribute matching

The E-Mail Adress in Active Directory...

EIE] CN=Users

-0 CN=Administrator
-] CN=Allowed RODC Pas:
-] CN=Cert Publishers

-
[#-J] CN=Denied RODC Pass'
E] CM=DnsAdmins

-3 CN=DnsUpdateProxy

... iIs mapped to the Internet Address of the Person document
Person: IChristian Henseler/USR/HENSELER chﬁstis%ﬂ&&.ﬂj —

[Z] userPrincipalMame  chenseler @henseler.org

[=] objectCateqory
[Z] dSCorePropaga

CM=Person,CM=5chema,CN=Confi
t... 01.01,1601

[=] lastLogonTimest... 06.09,2013 10:09:41

=] mail

christian.henseler @henseler.org

objectGUID
objectSid

124929636-0F08-4230-9BC2-56695
5-1-5-21-4008925118-2005953578-

Basics | Work/Home | Other | Miscelianeous | Certificates | Roaming | Administration |

First name Chnstian Mail system Notes
Middle name Domamn HENSELER
Last name Henseler Mail server DEMAILOT/SRV/HENSELER
User name Chnstian Henseler/lUSR/HENSELER Mail file maifichensele

Chnistian Henseler Eorward "
Alternate name Internet address chnstian henseler@henseler org I
Short name/UserlD chenseler ﬁgg:’a;\gr;g'ence o K B ey forme,

Alternatively: DA to AD with Domino Distinguished name mapping

Christian Henseler, 24.09.2013
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IdP Catalog & Configuration docs

The IdP Catalog is used to define trust relation-
ship on the domino side
- Filename must be idpcat.nsf
- Database must be located on Service Provider
- Use IdP Catalog template
> Admin must have the rights
- Full Access administrators”

- ,Sign or run unrestricted methods and operations”
- ACL should be restricted to SP servers and IdP admins

Manual process using certmgmt if
> Server.id is password protected
- Admin does not have-appropriate rights

Christian Henseler, 24.09.2013 16



ldP Configuration - Basics

IdP Configuration : ADFS 2.0

Basics l Client Settings | Certificate Management | Administration

Host names or addresses demail01.henseler.org; 192.168.152.153
mapped to this site:

|dP name: ADFS 20

Protocaol version: SAML 2.0

State: Enabled

Federation product: ADFS

Service provider ID: https://demail01. henseler.org

Artifact resolution service URL: https://dc.henseler org/adfs/services/trust/artifactresolution
Single sign-on service URL: https://dc_henseler org/adfs/Is/ldplnitiatedSignOn.aspx

Signing X.509 certificate: MICZjCCAcKgAWIBAgIQPkyCEYnLIKhALegtAPyT TANBgkghkiC
Encryption X.509 certificate: MIC4DCCAcigAwlBAgIQKBHftk JCVKBFwxrj8ZoBzANBgkghkiC
Protocol support enumeration: urn:oasis:names:tc:SAML:2_0:protocol

Comment:

» Add IP address if ADFS 2.0 is used (because of SSL)

» ADFS needs SAML 2.0 protocol version

» Service Provider ID must match Relying party identifiers in the
ADFS configuration!

» Other fields are imported using the @mpotxuLiie. button

» Imported IdP X.509 certificates are used for SAML Assertion
Verification & optionally for Encryption
Christian Henseler, 24.09.2013 Q‘Vb
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ldP Configuration - Client settings

|dP Configuration : ADFS 2.0

Basics ] Client Settings l Certificate Management ]

Enable Windows single Yes
sign-on:

Sites that are trusted:

Enforce S5L: Yes

v Enable Windows single sign-on is needed for Notes federated
Login
» Enforce SSL is used for ADFS 2.0

| il
Christian Henseler, 24.09.2013 QLD
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IdP Configuration - Certificate
Manhagement

|dP Configuration : ADFS 2.0

Basics ] Client Settings ] Certificate Management l Administration

Company name:

DEMAILOT SAML
Signing Certificate

Domino URL: https://demail01_henseler.org

Single logout URL: https://dc_henseler org/adfs/|Is/?wa=w
outcleanup1.0

Certificate public hash value WYH[iB1gh34bQW1IDguyA==
(base 64):

» Company name is used to create the SAML Signing Certifcate
using the CreateCeniﬁc:ate| button

» Domino URL is (in most cases) the same as the Service
Provider ID (on Basics tab)

W il
Christian Henseler, 24.09.2013 QLD
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IdP - SAML Signing Certificate

create Certificate | 1S Creating a X.509 certificate in the server.id:

Examine Internet Certificate

Certificates issued by
1. CN=DEMAIL01 SAML Signing Certificate

Issued to CN=DEMAIL0T SAML Signing Certificate

Activated 10.09.2013 21:31:24

Expires 29.08.2063 21:31:24

Serial number 75:CE:F0:42:BA:CO:ES15:70:55:46:6D:93:5A:C2:E2
Fingerprint F576 22A0 BBFA 158A 9261 AATC C4ED 061B

Key Strength 2048 bits

» Is used for SAML Assertion encryption.
» Is exported to idp.xml by using the (@Expot XML button

L2 A
Christian Henseler, 24.09.2013 QVED
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Authentication configuration

Select SAML in the Server or Internet site document:
Server: DEMAILO1/SRV/HENSELER DEMAle

Basics ] Secunty] Ports... ] Server Tasks. .. ] Internet Protocols... I MTAs. .. ] MISC

HTTP | Domino Web Engine | DIOP | LDAP |

Session authentication:

| SAMLl IdP Catalog

Web SS0O Configuration: LtpaToken

SAML single server session expiration: 120 minutes

» If Web SSO Configuration is empty: Single Server authentication
> 1dP vs. SP Trust relationship configuration for every server using SAML

» As soon as an IdP Config document exists, it takes precedence:
HTTP Server: Error processing authentication configuration for
demailO1.henseler.org: Active IdP catalog entry found. Overriding
configuration and enabling SAML authentication at demailO1.henseler.org

L8 A
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Integrated Windows Authenticatoin

If not configured, the user is prompted for
IdP(!) login credentials:

|E| https:/f'demnail)l henseler.org) O ~ ¥ Service Provider URL

IdP URL

— chenseler .
| | AD Credentials (!)
| | eosessens | |
. Domain| HENSELER | Computer AD Domain
& https://demaildl.henseler.org/ D~

or cross(!) domain: insns ey

Connecting to de.henseler.org.

_ |chenselebsales.henseler.urj | AD Domain

that your
| [eeseecece | IdP trusts(!)
| Domain: sales.henseler.org ’

[C] Remember my credentials

L2 A
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Integrated Windows Authenticaton

» SPNEGO/Kerberos available since 8.5.1
» Use setspn utility on ADFS server side

» Disable Windows Single Sign-on integration
in the Web SSO configuration document:

Domino Server Names:

Windows single sign-on | Disabled
integration (if available):

» |E Setting: Firefox setting:
Internet Options 7 = -m W X

| General I Security I Privacy I Content I Connections | Programs | Advanced [ | { | about:config | + |
Settings .
¢ (— about:canfig
% Security - _

[] allow active content from CDs to run on My Computer®

. E,t * - -
[7] allow active content to run in files on My Computer® Search:  n ork." trusted-uris

[7] Allow software to run or install even if the signature is invi

Always send Do Mot Track header* Preference Name = Status Type Value
[C] Block unsecured images with other mixed content network.automatic-ntlm-auth.trusted-uris user set string https://henseler.org
[7] chedk for publisher's certificate revocation H . "

[7] Chedk for server certificate revocation™® o
[7] chedk for signatures on downloaded programs

[] Do not save encrypted pages to disk

[”] Empty Temparary Internet Files folder when browser is dc
Enable DOM Storage

|| Enable Enhanced Protected Mode™

L *
Christial | VI Enable Intearated Windows Authentication* | i Wa

<
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Putting all together

Web-based access to a Domino resource using
SAML & Integrated Windows Authentication

@ 550 Tracer E@

|
GET  https://demailll.henseler.org/access.nsf 302
GET  https://dc.henseler.org/adfs/s/TdplnitiatedSignOn.aspxloginToRp=https://demail0l.henseler.org 302
GET  https://dchenseler.org/adfs/ls/75AMLRequest=ThOHYBxliUmL23Ke39KAUrkdHEh CIBg By TYKEAQTMGLzeaSTB1 pRyMpayq BymVWZVI mFkDMT 228995777333 o b 051 O Se2fffSa2f 0 cZmQBbP... 302
GET  hitps://dchenseler.org/adfs/Is/auth/integrated/TSAMLRequest=TbOHYBxliUmL23Ke30KIUrkdHSh CIBgEy TYKEAQT MGIzeaSTBL pRyMpayqBymVWZV1 mFkDMT 228995777333 nvwnfeb 0510 %a2fF... 40
GET  hitps://dc.henseler.org/adfs/Is/auth/integrated/?SAMLRequest=7b0HYBxliUmL23Ke39K9UrX4HSh CIBgEy TYKEAQTMGIzeaSTBL pRyMpaygBymVWZV1 mFkDM7 728995777333 nvwnfeb 0., m 302
GET  hitps://dc.henseler.org/adfs/1s/7SAMLRequest=ThOHYB:liUmL23Ke3KIUrKdHEh CIBg By TYKEAQTMGLzeaSTB1 pRyMpoyq BymVWZVI mFkDMT 228995777333 manf e 051 O)32fff32f 8 cZmQBbP... 200
GET  https://dchenseler.org/favicon.ice 404
POST  https://demailll.henseler.org/names.nsfISAMLLogin 302
GET  hitps://demailll.henseler.org/access.nsf 200

W il
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Notes Federated Login

1. ADEFS Trust Relationship

2. Attribute Mapping Domino vs. ADFS
3. ID Vault & Vault Configuration

4. |DP-Catalog on Vault-Server

5. IDP-Document for SP
6

/

8

nternet Cross Certificate IdP
Security Settings document
Integrated Windows Authentication is mandatory

» SP is not necessarily the Vault-Server!

» HTTP task is neither on SP nor on Vault-Server
necessary!

Christian Henseler, 24.09.2013 25



Notes Federated Login

» ADFS Relying Party Trust configuration for SP
as explained

» Users IDs must be in the ID Vault
- Automatic download should be enabled

» IdP Catalog must reside on Vault server
- Replica of SP*s idpcat.nsf

W A
Christian Henseler, 24.09.2013 QVED
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|dP Internet Cross Certificate

An Internet cross certificate for the IdP is necessary in
the Domino directory:
1. Import Internet Certifcate

“Internet Certifiers
*DE
*Henseler
“dc henseler.org
CN=dc.henseler orq/O=Henseler/L =RBheinbach/ST=MNorthrhine-Westphalia/C=DE

2. Create Internet Cross Certificate

“|nternet Cross Certificates
“HENSELER
CN=dc.henseler.orq/O=Henseler/L=Bheinbach/ST=Northrhine-Westphalia/C=DE

[N >
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ID Vault configuration

Add all IdP configurations used for NFL to the
Vault configuration:

e @Edit Document| 5 Vault Name: Henselervault
WVault Name
B &  Vault Users Henselervault IdP authenticated vault login
- h Vault Users\By Last NFL 2 Notes federated login_ demail01_henseler org

approved |dP

0 Vault Servers configurations:

71 Co tio
nfiguration Web federated login

@ Inactive User IDs approved IdP
configurations:

The Vault server must be able to find the IdP
configuration document in the local idpcat.nsf

[ >
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Security Settings document

» Notes Federated Login must be activated
Security Settings : Default-Security-Settings

Basics ] Password Managemem] Execution Control List] Keys and Certificate

Password Management Basics ] Notes Shared Login ] Federated Login I

Enable Notes Federated login with “Yes =

SAML IdP:
Enter machine specific formula ‘

You should use Machine specific formulas to exclude Notebooks

Internet Cross Certificate & Notes certifier must be added to

Administrative Trust Defaults
Security Settings : Default-Security-Settings

Basics ] Password Management] Execution Control List] Keys and Certificates l Signed Plug-ins ] Portal Serv

I~ Copy all Trust Defaults without checking for relevance to Motes user

Update Links Remove All -

¥ Certificate Links
/USR/HENSELER

/HENSELER
O=HENSELER.:CN=dc.henseler.org/O=Henseler/L=Rheinbach/ST=Northrhine-Westph

Christial
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Notes Federated Login enablement

1

IBM Motes

:I This ID file is enabled for Motes federated login.

[l

Please note:

User Security

2=  Securnty Basics
€ [ Your Identity

& © Identity of Others
¥8 = What Others Do
& ¥ Notes Data

& Mail

L2iix]

Who You Are
Name Christian Henseler/USR/HENSELER

ID File In memery 10 file

ID File encryption strength 128 bit RC2 Mail Recovery ID ... |
1D File expiration date 09/04/2113 Benew... |

Your ID Settings

Your ID is not stored on disk. Your |D will be downloaded from D vault, during which your designated federated

|dentity Provider may prompt you for login credentials.

Log in to Notes using your operating system login
This |D file has been backed up into vault  /Henselervault 1D Vault Sync
Logout Settings

Automatically lock my Motes 1D after

=
en

oK Close

« User.ID password is still required for First time setup
« User.id remains on disk (not automatically deleted)

Christian Henseler, 24.09.2013
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NFL vs. IWA

The previous slide omitted one step if Integrated Windows

Authentication is not available:

"iii' IEM Motes @ﬂ
Nar -rF

Enter your credentials for the specified server.
Server: dc.henseler.org
Username:

chenseler@henseler.org

Password:

*********

Do not ask me again for this server and realm

[ Login | Cancel |

If Notes 9.0 is used on Windows AD integrated computers, IWA should
be used for user convenience

W il
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...and Notebook users !?
What happens with NFL enabled users when
they are working without connection to the I1dP?

r

4

Notes.9 ‘
Social Edition

! i Theremote server is not a known TCP/IP host. ((
Java
COMATISE
D
[ ]
Unable to find any path to DEMAILO1/SRV/HENSELER because The ID File is in use elsewher
Christian Henseler, 24.09.2013

QYD
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NFL vs. NSL

» Use standard Notes Shared Login for users

that need to work disconnected from the IdP:
[ user Security 7] E-

=  Security Basics Who You Are

€ [ Your Identity Name

@ +# Identity of Others 1D File C:\Usem\chenseler\ﬂuppData\LocaI\IBM\Nntes\Dat

BE; + What Other= Do ID File encryption strength 128 bit RC2 Mail Recovery 1D ... |
& ® Notes Data ID File expiration date 09/04/2113 Renew... |
& Mail

Your ID Settings
Your |0 worlks with Motes on this computer only. You can make a

password protected copy of your |D to use on other computers. Click Copy ID... |
Copy 1D

If you think someone has stolen your 1D, click "Compromised 10" Compromised ID... |
Your ID is stored on deleted or becomes comupted, your |D will be downloaded from 1D vault, during

dislk: _ff it is
designated federated Identity Provider

Log in to Notes using your operating system login

which youl ay prompt you for login credentials.

Thig ID file has been backed up into vault /Henselervault 1D Vault Sync

Logout Settings
[] Automatically lock my Notes 1D after 15 3 minutes

OK Close

W il
Christian Henseler, 24.09.2013 QLD
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Switching users ...

» In theory, because no ID is stored on disk,
you have to use Switch User...

‘i’ Discover - IBM Notes

‘u’iew Tools Window Help

Mew "
e LegIn E |Z| IEM Motes E
Close u This Notes Client supports multiple users. To use your own private data, log
) =Sername - John Doe/USR/HEMNSELER into the operating system using your personal logon and relaunch Motes. Do
Locations Example: Samantha Dann/Henavafions you wish to continue with "Switch 1D°7
Preferences... Mo
. - . 0K Cancel
Security i User Security... [7] Do not show me this message again.
Sametime Lock Motes ID Ctrl+F5
Close Al Switch ID...
Switch User...
Exit

L2 A
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Switching users...

...when IWA is configured, you will most

propably run into:
IBM Notes =]

You are not autherized to perform this function on this server

The problem is that you cannot map a unique
matching attribute to different accounts and IWA
is handing over the OS credentials

Christian Henseler, 24.09.2013
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Web Federated Login

Web Federated Login combines
» SAML-based SSO for Webservers (iNotes)
» SAML-based access to ID files (ID-Vault)

Major goal is to eleminate:

' Mail Inbox x‘

C MNew ~ Reply ~ ReplyToAll ~ Forward ~ [ -~ W - MarkAs - [i[ More ~ &=
= | Who Subject

Administrator Encrypted Mail

Passwor d Required
Please en ter your Notes ID passwor GELLLLLLLLL
W A
Christian Henseler, 24.09.2013 QD
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Web Federated Login

Based on a SAML-based SSO Web configuration
you need additionally:

» Security Policy Settings
» iNotes vs. ID Vault Server Trust
» ID Vault configuration

Still no HTTP-Task on ID-Vault(!)

W A
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WFL - Security Settings

Web Federated Login must be enabled in the
Security Settings document:

Security Settings : Default-Security-Settings

Basics ] Password Management] Execution Control List] Keys and Certificates

Password Management Basics ] Notes Shared Login ] Federated Login l

Enable Web Federated login with SAML IdP- | “iYes =

It must be activated in the ID Vault configuration:
Security Settings : Default-Security-Settings

Basics ] Password Management] Execution Control List] Keys and Certificates ] Signed Plug-ins ] Portal Server] D Vault]

Assigned vault: /Henselervault ™ Don't set value
Forgotten password help text: I~ Don't set value
Enforce password change after password  Yes I~ Don't set value
has been reset:

Allow Notes-based programs to use the Yes I~ Don't set value

MNotes ID Vault:
Christian Henseler, 24.09.2013 QD



WFL - IdP Configuration

» If the iNotes server is separated from the
Vault server:

- 1st document for iNotes as SP
- 2nd document for iNotes ,interfacing” the vault

servel '
_,;l'f-@.
=

ADFS-58Tver
(dc.henseler.org)

A\
iNotes <-> Vault Trust

iNotes-Server Vault-Server
(demail01.henseler.org) (Devault0l.henseler.org)

N il
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WFL - IdP Configuration

Host names or https://demailO1.henseler.org; vault.demailO1.henseler.org

addresses mapped to 192.168.152.153

this site

Service provider ID https://demail01.henseler.org https://vault.demail01.hensel

er.org

Company Name DEMAILO1 SAML Signing DEVAULTO1 SAML Signing
Certificate Certificate

Domino URL https://demailO1.henseler.org https://demail01.henseler.org

« The virtual FQDN for the Vault-server should not exist in DNS!
« [P address is not necessary for the Vault-server

\ >
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WFL - ID Vault configuration

The virtual FQDN of the Vault-server is used:

Vault Name: Henselervault

IdP authenticated vault login

Notes federated login "
approved IdP
configurations:

Web federated login "vault demail01 _henseler_c:rgL

approved |dP
configurations:

A A
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Debug_SAML

0x0001 (1) - Debug output contains information from http side.

0x0002 (2) - Debug output contains SAML parse information.
0x0004 (4) - Debug output only contains errors.

0x0008 (8) - Debug to dump decoded assertion.

0x0010 (16) - Debug to trace idpcat activity

0x0020 (32) - Trace replay prevention

0x0080 (128) - Dump the entire XML tree

0x0100 (256) - Dump canonicalized buffers

0x0200 (512) - Debug for the library sort

0x0800 (2048) - Debug for namespace use

0x2000 (8192) - Debug output for certificate management

Christian Henseler, 24.09.2013
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Client side debugging

Notes.ini

DEBUG_SAML=31
DEBUG_CONSOLE=1
DEBUG_CLOCK=32
DEBUG_OUTFILE=<outfile>
DEBUGGINGWCTENABLED=4294967295
CONSOLE_LOG_ENABLED=1
DEBUG_DYNCONFIG=1
DEBUG_TRUST_MGMT=1
DEBUG_IDV_TRACE=1
DEBUG_TRUSTCERT=1
DEBUG_ROAMING=4
DEBUG_BSAFE_IDFILE_LOCKED=8
STX9=2

W A
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Client side debugging

Java logging with rcpinstall.properties

com
com
com
com
com
com
com
com
com
com

.ibm.rcp.internal.security.auth.samlsso.level=FINEST
.ibm.rcp.internal.security.auth.dialog.level=FINEST
.ibm.rcp.core.internal.launcher.level=FINEST
.ibm.notes.internal.federated.manager.level=FINEST
.ibm.notes.java.api.internal.level=FINEST
.ibm.notes.java.init.level=FINEST
.ibm.notes.java.init.win32.level=FINEST
.ibm.workplace.noteswc.level=FINEST
.ibm.workplace.internal.notes.security.auth.level|=FINEST
.ibm.workplace.internal.notes.security.level=FINEST
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Troubleshooting - NFL Examples

» If ID Vault Automatic download is disabled and
Download counter is O:

IBM Notes =] = [l

Automatic Download iz dizabled and there are no further downloads of IDs

IBM Motes @ IBM Motes

l i The ID File iz in use elsewhere and cannot be modified

ID in vault has download count of zero .
—» possible. —»

L2 4
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Troubleshooting - Examples

» NFL enablement: If idpcat.nsf is not on Vault

server.
IEM Notes (=23

l i Server Error: lllegal null parameter passed to security function.

» Saml configured for server, but no Idpcat.nsf or
idp config document:

HTTP Server: Error reading IdP configuration for server :Entry
not found in index

HTTP Server: SAML configuration error. SAML is enabled for
server [], but no active IdP configuration could be loaded.

W il
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Troubleshooting - Examples

» Problem when using Create Certificate:

SECMakelnetSAMLCert> SAML signing key already exisits in ID file:

Cannot accept internet certificate because the certificate is already
in the ID file.

» If the cross certificate is not included in the
security settings document for NFL:

- - . "
com_ 1bm rep internal security auth samlsso SAMI Browser .- . .

3 S . CWESTO117E: JCertificate chain of 33L server dc.henseler.org 13 not trusted. |E

? |HandleSSLCrossCertValidationFailed El

| A
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Wrap Up

SAML-based authentication

> Provides a cross plattform SSO mechanism
> Frees users from managing credentials in Notes
- Reduces administrative costs

You may not use SAML for
- Notebook users (exclude per machine specific policy)

o Administrators (because Ids cannot be extracted from ID
Vault)

- Developers

Thank you very much!

Christian Henseler, 24.09.2013 48



Resources

Links

 Supplementary information on Security Assertion Markup Language (SAML)

configuration combinations of IBM Domino and other products

« Configuring an IBM Domino Web server to use SAML-based single sign-on
(Open Mic)

AdminCamp 2013

e Workshop Track 1 - Session 8: SAML OAUTH and Session sharing (Andrew
Pollack)
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